Forging Ahead Post Calamtity
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Hi,
I'm “Konst” (Konstantin) Tchernov

Consultant — Site Reliability Engineering

https://konst.kiwi/
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Names, industries and utdentifying
characteristics have been changed for
privacy.
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Inctdent 01: Zero-Day



Meet Stidney




“Many apps i1n the stamp-collecting industry are
vulnerable to remote attacks.”

—https://very-well-known-tech-news.com/
-ront page.

“Remote exploit 1n the StampStack Framework”

—~https://famous-security-researchers.orqg/
With code samples to execute the exploit.







Silver lining: code samples.



Same-day:

Stdney tdentified a quick-fix that
could be applied.
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Problems

* Google / Apple will still flag old StampStack
versions.

* Legacy apps:
* Older StampStack framework verstion.

» The apps were not as actively maintained.



Long Word documents were written.



Many PowerPoint meetings were held.



Finger pointing.



Time was counting down.



“Skunkworks” team.



Problem was patched before stakeholder
agreement was reached.



Incident 01: the Good

 Quick tnittial fix.
» Skunkworks for a long-term fix.

» Upgraded StampStack to the latest
version.

* Training sesstions with devs.



Incident 01: the Bad

» Skunkworks for a long-term fix.
» Somewhat hushed up internally.

* Limited learning.



Inctident 01: the Ugly

 Cross-team blame.
» Blaming the framework.
* Processes not fixed.

* People left.



Postmortems: learning from fatlure



Prevent same or sumilar fatlures.



Postmortems are blameless




Side-effects to blame
“THEY are the ones at fault.”

“WE warned management about thtis months
ago. "’

"Make sure 1t 1s 1n an emaitl so that we
cover our arses.”

Inquisitions or Witch Hunts.



General document structure:

1.Problem summary

2. Impact analysis - e.g. # of customers,
duration, severtity

3. Ttmeline of events

4. Contributing factors

5.Mi1titgations - action items with owners
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= CHEMICAL ENGINEERING PROGRESS

: F.G. Kokemor
Monsanto Co., Luling, L

Credit: Kelly Shortridge (Fastly)
, https://kellyshortridge.com/
~ https://hachyderm.io/@shortridge
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Credrit: Kelly Shortridge (Fastly)
https://kellyshortridge.com/
https://hachyderm.io/@shortridge
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Now, what we have been finding is that the best approach to
take is really the design one, and I'm sure 'you’ve gone for the
correct approach on flow. | think if you consider only metallurgy,
and make sure you put in stainless steel, then no matter that
bmmamaratiirace unil rearh vnll ShOU'd be Safe.

lf'you depend only on well-trained operators, you may 1alil. |
think you really must depend on the design approach and dont
depend much at all on the operation.

YOU also said you haa temperawure tnps CNecKeu wwu woekKS
previously, but you didn't mention them again. Presumably that
evidence was destroyed in the fire?

Credit: Kelly Shortridge (Fastly)
https://kellyshortridge.com/
https://hachyderm.io/@shortridge
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“Saying that a system suffered an
outage because of a bug 1s Like say1ing
that a person died because of a cut.”

= Dr. Lonn riochesteir (INetfix)
https://hachyderm.io/@norootcause



https://hachyderm.io/@norootcause
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Meditation on Sterotids.
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Incident 02: Russian Hacker

“I have your customer detatls.
My Bitcoin wallet is open for donations.”

—Vladimir from Russla
-malling as: ceos.name@zenlly




Stabilise first.




Stabilise:

1.Confirm the problem.
2.Block the exploit — quick fix.
3.F1x email config.

4.lLook for sumilar bugs in the API.



Days after:
1. Looked through access logs for:
A.Scope of the breached data.

B.Stgns of sumilar behaviour going back 6
months.

2.New PEN testing company to do a targeted
test.

3.Scheduled a postmortem.



Postmortem



How did this happen?

Junior Jeff Senior Anna

| —— T —

BUG written ~ [—® Peer Review (PR) —¥|

Manual tests

Automated tests

Regular P

4| Web Application |

Firewall (WAF) Momtormg &A\ertmg

@) Profile art: LiluPooka (https://noun.ly/art), and https://noun.ly/anime
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How did this happen?

 lLack of standard | | Rushed? Did not No security training |

- Lack of experience
' patterns. | fsecurty! |7

SUpport. '

_No critical review | |

emo

BUG written

Peer Review (PR) j ’

Manual tests

- Automated tests [

Don't cover security | =

.| Web Application |

 Only automated | .
' W Firewall (WAR) [

scanning? Limited |
time paid for? |

Monitoring & A\erting

 Tuned to avoid false positives? | 'Not security focused?|




"SHIP SHIP. SHIP. o

— | he Boss



https://emojipedia.org/emoji/%F0%9F%9A%A2/

Example Mitigations:
Cover securtity in automated tests.
Security training for devs and testers.
More sophisticated WAF¢EE rules.
Audit tratl + alerts for admin tasks.

Call out time pressure to execs.



Share the postmortems.




What next?



What about your team?



Has the team stabtilised?



Devs will focus on tech mitigations.



“lone developer” 1s outdated.

//noun.ly/owl
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Make the team around you better.



Shared learning

Run through troubleshooting or postmortem research steps together.
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Mob Sesstion — OWASP Jutice Shop




Check in on people

Graba & / ¥ / ©

Or virtual version



Prevent operator error, but
don’t forget the operators.




Post mortem structure and examples:

1.Google SRE Workbook — Postmortem Culture:
Learning from Fatlure — https://noun.ly/
S Leet

2.Atlasstan Postmortem template — https://
noun. ly/rise

3.AWS re:Invent 2022 — Handling Log4Shell —
https://noun. ly/watch
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Comments or Questions?

Konstantitn “Konst” Tchernov

https://konst.kiwi/

Slides: https://noun.ly/slash
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